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Motivation
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** One key for encryption, Another for decryption



• RSA (Rivest-Shamir-Adleman)

• ECDSA (Elliptic Curve Digital Signature Algorithm)

• Fewer bits than RSA

• DSA (Digital Signature Algorithm)

• Diffie-hellman key agreement protocol

Public key algorithms



How to check?

PKCS #1 is 
padding scheme



Modulus length!

Python for check
int.from_bytes(rsa, byteorder='big',signed=False)



RSA Operation

Key exchange

• Assume two prime number p and q

• Modulus,  n= p . q

• 𝐸𝑢𝑙𝑒𝑟𝑠 𝑡𝑜𝑐𝑖𝑒𝑛𝑡 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛, 𝜙(n) = (p-1) . (q-1)

• 𝐶ℎ𝑜𝑜𝑠𝑒 𝑐𝑜𝑝𝑟𝑖𝑚𝑒 𝑖𝑛𝑡𝑒𝑔𝑒𝑟, 𝑒 = ቊ
1 < 𝑒 < 𝜙 𝑛

𝑔𝑐𝑑 𝜙 𝑛 , 1 = 1 

• 𝑑 ≡  𝑒−1 𝑚𝑜𝑑 𝜙 𝑛  hence,  𝑑. 𝑒 ≡  𝑚𝑜𝑑 𝜙 𝑛

• 𝑝𝑢𝑏𝑙𝑖𝑐 𝑘𝑒𝑦, 𝑒, 𝑛

• 𝑝𝑟𝑖𝑣𝑎𝑡𝑒 𝑘𝑒𝑦 {𝑑, 𝑛}

Encryption (Public)

• 𝐶𝑖𝑝ℎ𝑒𝑟𝑡𝑒𝑥𝑡, 𝐶 = 𝑀𝑒𝑚𝑜𝑑(𝑛)

Decryption (Private)

• 𝑃𝑙𝑎𝑖𝑛𝑡𝑒𝑥𝑡, 𝑀 = 𝐶𝑑𝑚𝑜𝑑(𝑛)

For 14 Euler's tocient function is 6,
14 = 1,2,3,4,5,6,7,8,9,10,11,12,13,14



Diffie-Hellman Key exchange



Possible attack on RSA

• Brute-force Attack

• Timing Attack

• If Eve knows the Alice’s hardware in sufficient details, it is able to measure the decryption 

time  for several known cipher text.

• Chosen cipher attack



Thank you!
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