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Motivation
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Public key algorithms

e RSA (Rivest-Shamir-Adleman)

e ECDSA (Elliptic Curve Digital Signature Algorithm)

* Fewer bits than RSA
* DSA (Digital Signature Algorithm)

* Diffie-hellman key agreement protocol



How to check?
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Modulus length!
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Hence the exponent number is: 9.34E+473

Python for check

int False




RSA Operation

Key exchange Encryption (Public)

Assume two prime number p and q * Ciphertext,C = M°mod(n)

Modulus, n=p.q

Eulers tocient function, ¢ (n) = (p-1). (g-1) Decryption (Private)
l<e<pm ° Plaintext,M = C%mod(n)

ged(p(n),1) =1

d = e tmod ¢p(n) hence, d.e = mod d(n)

Choose coprime integer,e = {

public key, {e, n}
For 14 Euler's tocient function is 6,

private key {d,n}
14=1,2,3,4,5,6,7,8,9,10,11,12,13,14



Diffie-Hellman Key exchange
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Possible attack on RSA

e Brute-force Attack

* Timing Attack
* |f Eve knows the Alice’s hardware in sufficient details, it is able to measure the decryption

time for several known cipher text.

* Chosen cipher attack



Thank you!
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